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About me

T Software/Data Engineer

T~10y experi-ccantcaed 1 /n lIBa wd
T Realtime (and batch) data at scale

T Apache Avro and Beam PMC/committer

T Apache Software Foundation (ASF) member
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Many points in this presentation represent what | think of
the field, they may differ of what my employer thinks.
Try not to be offended if some terms are not exactly what
your definition of the term is like Artificial Intelligence or

Open Source. (yes, we are living in strange times!)
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DALL-E 2

DALL-E 2is an Al system that can create realistic images and art
from a description in natural language.
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New Bing with ChatGPT brings the

‘= Forbes

FORBES » INNOVATION > ENTERPRISE & CLOUD

What ChatGPT And

power of Al to Microsoft's signature
search engine

- WHPUTHIW[IHLU UMITED STATES ~
Generative AI Mean

For Your Business

NEWS
Microsoft’s new Teams Premium tier

integrates with OpenAl's GPT-3.5
o BUSINESS. 9 P

Real estate agents say they
C h a tG PT can’t imagine working without

M icrosoft g ives Microsoft launches Azure OpenAl

service with ChatGPT coming soon /

bUSinesses a GPT boost ChatGPT is coming to this Azure service

soon, as businesses get to use new Al

in Teams and Viva Sales models in their own apps.

Menu ==

= QHHUS'N[SS‘ Markets Tech Meda Suc The Verge + Follow View Profile

ChatGPT is now available in Microsoft’s Azure
OpenAl service

Microsoft is bringing ChatGPT technology

to Word, Excel and Outlook




(3] https://www.bing.com/search?

~®
Microsoft Bing Q, SEARCH §@ CHAT Ismael Enr... '3 2709 \'§") — Recent activity

ASK compiex quesuons Gel peder answers «» Gel crealive Inspiration

Untitled chat

"What are some meals | can > "Write a haiku about crocodiles in
. What are the pros and cons of . .
make for my picky toddler who A s outer space in the voice of a
. the top 3 selling pet vacuums? s
only eats orange-coloured food? pirate

Let’s learn together. Bing is powered by Al that can understand and generate text and images, so
surprises and mistakes are possible. Make sure to check the facts, and share feedback so we can

Ca New topic Which region has more countries given this data v

name,alpha-2,alpha-3,country-code,iso_3166-2,region,sub-region,intermediate-region,region-
code,sub-region-code,intermediate-region-code

Afghanistan,AFAFG,004,1SO 3166-2:AFAsia,Southern Asia,",142,034,"

Aland Islands,AX,ALA,248,ISO 31 66-2:AX Europe,Northern Europe,”,150,154,"
Albania,AL,ALB,008,1SO 3166-2:AL,Europe,Southern Europe,”, 150,039,
Algeria,DZ,DZA,012,1SO 3166-2:DZ,Africa,Northern Africa,",002,015,"

American Samoa,AS,ASM,016,ISO 3166-2:AS,0ceania,Polynesia,”,009,061,"
Andorra,AD,AND,020,ISO 3166-2:AD,Europe,Southern Europe,”,150,039,"
Angola,A0,AG0,024,ISO 3166-2:A0,Africa,Sub-Saharan Africa,Middle Africa,002,202,017
Anguilla,AlLAIA,660,I1SO 3166-2:Al,Americas,Latin America and the
Caribbean,Caribbean,019,419,029

Antarctica,AQ,ATA,010,I1SO 3166-2:AQ,",",™ """

Antigua and Barbuda,AG,ATG,028,ISO 3166-2:AG,Americas,Latin America and the
Caribbean,Caribbean,019,419,029

Argentina,AR,ARG,032,ISO 3166-2:AR,Americas,Latin America and the Caribbean,South
America.019.419.005

°

Microsoft is makint




&< O (33 https://www.bing.com/search?q=Bing+Al&showconv=1&FORM=hpcodx
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Microsoft Bing Q_ SEARCH £ cHar Ismael Enr... 3 2709 \'!'/1 — Recent activity

Bahamas,BS,BHS,044,IS0O 3166-2:BS,Americas,Latin America and the Caribbean,Caribbean,019,419,029
Bahrain,BH,BHR,048,1SO 3166-2:BH,Asia,Western Asia,", 142,145

Bangladesh,BD,BGD,050,I1SO 3166-2:BD,Asia,Southern Asia,", 142,034,

Barbados,BB,BRB,052,1SO 3166-2:BB,Americas,Latin America and the Caribbean,Caribbean,019,419,029
Belarus,BY,BLR,112,I1SO 3166-2:BY,Europe,Eastern Europe,”,150,151,”

Belgium,BE,BEL,056,1ISO 3166-2:BE,Europe Western Europe,”,150,155,"

Belize,BZ,BLZ,084,1SO 3166-2:BZ, Americas,Latin America and the Caribbean,Central America,019,419,0

Untitled chat

According to the data you provided, the region that has more countries is Africa, with 54 countries. The
second place is Europe, with 44 countries, followed by Asia, with 48 countries. The regions with the
least number of countries are Oceania, with 14 countries, and Antarctica, with 0 countries. You can see
the full list of countries and regions in the table below:

name alpha-2 alpha-3 country- iso_316 region sub- intermed region- sub- inter1 g3:
code 6-2 region iate- code region- iate-

region code region-
code

Afghanist AF Southern
an . Asia

Northern
Europe

@ Can you show me the equivalent SQL code to do this analysis?

L0




S G () https://www.bing.com/search?q=Bing+Al&showconv
- ®
e AT Ismael Enr... 43 2709 \'§) =

You can use the following SQL code to count the number of countries by region:

he number < countries by regiol
ECT region, Ul *) AS num countries
{ countries
' BY region

BY num countries DESC;

This will give you a result like this:

region num_countries
Africa 54

Europe 44

Asia 48

Oceania 14

Americas

Antarctica

I hope this helps you with your query. &

Learn more: 1. stackoverflow.com 2. stackoverflow.com 3. stackoverflow.com +1 more 30f30 @

@ Can please fyou give me the equivalent pyspark code?

©

Recent activity

Sure, | can show you the equivalen




https://www.bing.com/search?q=Bir

~®
Q, SEARCH §@ CHAT Ismael Enr... @ 2709 'Y — Recent activity

The pyspark code for these steps is shown below:
Which region has more countries given 1

Import pyspark.sgl module

rom pyspark.sql import SparkSession

spark = SparkSession.builder.appName("Count countries by region").getOrCreate()

*ad data rrom Co r1le and create DataFrame Dect
schema = "name STRING, alpha 2 STRING, alpha 3 STRING, country code STRING,
iso 3166 2 STRING, region STRING, sub region STRING, intermediate region STRING,
region code STRING, sub region code STRING, intermediate region code STRING"

df = spark.read.csv("countries.csv", schema=schema, sep=",", header=True)

= . O

result = df.groupBy("region").count().orderBy("count", ascending=False)

result.show()

This code will produce an output similar to this:

region

Africa

Q New topic Ask me anything




How did | (we) miss this revolution?



Artificial Intelligence

Artificial Intelligence

The field of computer science that seeks to create
intelligent machines that can replicate or exceed
human intelligence

1956

Machine Learning

Machine Learning
1997 Subset of Al that enables machines to learn from
existing data and improve upon that data to make
decisions or predictions

Deep Learning

Deep Learning

2017} A machine learning technique in which layers of neural
networks are used to process data and make decisions

Generative Al

o021 | Create new written, visual, and auditory content given
prompts or existing data

Generative Al



Al
breakthroughs

2016

2017

PAONRS

PAONRS

2020

2021

2021

- Object recognition

1 Human parity

- Speech recognition

1 Human parity

Machine reading comprehension
1 Human parity

Machine translation
1 Human parity

- Conversational QnA

1 Human parity

Image captioning
! Human parity

- Question Answering

1 Human parity



Al Is already mainstream

¢ Top 3 common adopted Al use cases and benefits

: . ﬁ ! { Sales and Demand Forecasting Hyper-personalization for up -sell
Tﬂj Intelligent document automation / Inventory Management and cross-sell

! Automate processes and improve
operational efficiency

{1 Build digital trust and improve user

i Accelerate time -to-market :
experiences



What are LLMs?

A large language model is a type of
artificial intelligence that can process
and produce natural language texts.

It learns from a massive amount of text
data, such as books, articles, and web
pages, anddiscovers the patterns and

rules of language from them.

It can do various tasks, such as
answering questions, summarizing
texts, writing essays, and more.

Prompt:
In 100 words or less, please tell me what a large language model is

Prompt:
A futuristic abstract rendering of a large language model




LLMs enable new features

o o To Io Io Ix

Content generation
Summarization
Semantic search
Prompt Engineering
Instruction following
Copllots / Assistants



User expectations

What if | have that!

A Be able to interact like that,
have an Oexperto

A Use my own data to ask any question =
A Integrate it with my systems and
workflows




Al/LLM revolution conseguences for data practitioners

1. Better tools to do
our work faster

2. Make structured and
unstructured data accesible

3. Offer similar features/services
to others




1. Better tools to do our work faster



Code Assistants to create (and understand) code faster

const binarySearch = (arr, target) => {




Natural Language to do data processing

1. Not only queries, data preparation and report generation

..« AndrejKarpathy £ @karpathy - Jan 24
W9’ The hottest new programming language is English

QO 597 11 3,713 ¥ 23.3K

SQL 1's soé 1970s!



Bots to do / understand for PR reviews

@ pr-explainer-bot bot commented 1 hour ago

Pull Request Review 57
Hello there! Here's a review of your pull request.

Changes [l

. You've changed file extensions from .js to .jsx for React components.
. Updated react-router-dom version and usage.
. Added Vite for build and development.

1
2
3
4. Replaced react-scripts with Vite commands in package.json .
5. Updated App.js to App.jsx and its implementation.

6. Updated font imports in style.scss .

7

. Deleted BoundingBoxCard_old.js file which includes the implementation of
BoundingBox and BoundingBoxCard components.

8. Added new file OutputCanvasJSCard. jsx which includes the implementation of
OutputCanvasJSCard component.

9. Added Google tag (gtag.js) library and configured for Firebase Analytics.
10. Added Tawk.to integration to public/index.html for real-time chat support.



O € b wetare an opensource project we cannot use these
t ool s! o

The ASF recently published a Generative Tooling Guidance

https://www.apache.org/legal/generative -tooling.html



https://www.apache.org/legal/generative-tooling.html

2. Make structured and unstructured
data accesible at scale



Is Data Engineering that different In
the LLM days?



Making Unstructured data accesible <the old days>

A Query/Index logs to extract information
e.g. Observability

A Just put everything in some database we will care later



Does every data have some hidden structure?

A File format metadata (e.g. headers in images)

A Aut omatic str uéPaksing/ ClassixNLP act i on €
A Look for structure conceptually - Features

A Manual structure (aka Human labeling)

LLMSs

A Represent data in a model space (aka embeddings)



Hierarchy of language model customization

1\

Add your data

90%* of use cases

Retrieval Augmented Generation
LLMOps
Responsible Al

Prompt engineer

Train




Retrieval Augmented Generation (RAG)

_______________________________________________________

Prompt
B AlService

______________________________________________________

e User

a2 application

_______________________________________________________

______________________________________________________



Retrieval Augmented Generation

LLM Workflow

Search Index

Add Results to Prompt

Large Language
Query Model Model
Send Results




Semantic Search

Data Sources
(files, databases, etc.)

Azure Cognitive Search

" Query >

/

A Knowledge

b i,

v
i)
—

v
\\ Prompt + Knowledge

> Response
App Server, S

Orchestrator A

(s

App UX

Azure OpenAl
(GPT/ChatGPT)



Semantic Search & Power Of Embeddings

Embedding Model 0.027 -0.001 0.002 é 0.011




Cosine Similarity
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puppy —
cat -

houses —
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Cosine similarity - Wikipedia



https://en.wikipedia.org/wiki/Cosine_similarity

That is a very happy person
That is a happy person

That is a happy dog

Cosine Similarity

Today is a sunny day

Definition [edit]

The cosine of two non-zero vectors can be derived by using the Euclidean dot product formula:
A-B=[A]|B] cost

Given two n-dimensional vectors of attributes, A and B, the cosine similarity, cos(8), is represented using a dot product and magnitude as

> AB,

A-B . i=1
IIAIHIBIL_\/n \/n ’
a5 m

where A; and B; are the 4th components of vectors A and B, respectively.

cosine similarity = S¢ (A, B) := cos(f) =

Cosine similarity - Wikipedia



https://en.wikipedia.org/wiki/Cosine_similarity

Vector Databases

YN
N

[o7 [ o1 [ 0o | 05 | 02 | [ o7 [o1 [ oo ]o3]o2|
[ 01 | o1 | o8] 02| 03| [o1]o1|osfo2]os]
— o | e e e T
(o5 [ o1 [ o7 [ o6 | 07 | Los o1 ]or]os]os|

N

Text Embedding Model Vector Embeddings vector storage + similarity search



When fine -tuning may be needed

A You are using a smaller language model
A Latency is critically important to use case
A Accuracy of the outputs of this model after prompt engineering does not meet customer requirements

A Your organization has thousands of high-quality, proprietary, domain hyper -specific example data as well
as ground truth and is committed to maintaining both assets over time

Table 4: Results (BLEU-4 scores) of the CodeT5 model on code summarization task.

Important: Methods Ruby JavaScript Go  Python Java PHP | Overall

Fine-tuning promises improvement over few - CodeT5-small
shot learning. However, the latest research Prompt tuning

Fine-tuning 13.38 14.94 21.27 17.88 18.38 24.70| 18.43

13.60 15.91 22.33 18.34 20.60 26.95 | 19.62

hasndot demonstrated t hi  jrspase [netuning

Prompt tuning

13.70 15.80 22.60 17.97 19.56  25.77 19.23
14.29 16.04 23.11 18.52 19.72 27.06 | 19.79

No More Fine-Tuning? An Experimental Evaluation of Prompt Tuning in Code Intelligence, Wang et al., 2022.



https://arxiv.org/pdf/2207.11680.pdf

OpenAl Fine-Tuning API
Sarcastic Chatbot

{"messages"[
{"role": "system’", "content": "Marv is a factual chatbot that is also sarcas}ic."
{"role": "user", "content": "Who wrote 'Romeo and Juliet’R"

{"role": "assistant’, "content": "Oh, just some guy named William Shakespeare. Ever heard offhim?"

}

Fine-tuning - OpenAl API



https://platform.openai.com/docs/guides/fine-tuning

Teaching SQL by fine-tuning

{"messages"[

{"role"; "system’, "content": "CREATE TABLE table 1341586 19 (district VARCHAR, incumbent VARCHAR)"

{"role": "user", "content": "how many district with incumbent being lindhpggs},

{"role": "assistant’, "content"; "SELECT COUNT (district) FROM table 1341586 19 WHERE incumbent = "Lindly Bogg

}




Teaching SQL by fine-tuning

c QO 8 https://huggingface.co/datasets/knowrohit07/know_sql?p=1

Datasets: “ knowrohit07 know_sql ©

License: openrail

» Dataset card Files and versions

BB Dataset Viewer
split

validation (49.5k rows)

Search this dataset

question
string

244

how many district with incumbent being lindy
boggs

what's the result with candidates being billy
tauzin (d) unopposed

how many candidates with result being retired
to run for u. s. senate republican hold

what's the result with district being
louisiana 2

who is the the candidates with first
elected being 1977

What happened to the incombent who was elected
in 19807

@ like 73

Community

Auto-converted to Parquet

context
string - length

CREATE TABLE table_1341586_19 (district
VARCHAR, incumbent VARCHAR)

CREATE TABLE table_1341586_19 (result
VARCHAR, candidates VARCHAR)

CREATE TABLE table_1341586_19 (candidates
VARCHAR, result VARCHAR)

CREATE TABLE table_1341586_19 (result
VARCHAR, district VARCHAR)

CREATE TABLE table_1341586_19 (candidates
VARCHAR, first_elected VARCHAR)

CREATE TABLE table_1341586_14 (result
VARCHAR, first_elected VARCHAR)

Previous 1 2 3 s 495 Next

please use the val ign file for training, its much cleaner. thanks :)

<> APl [ Goto dataset viewer

SELECT COUNT(district) FROM
table_1341586_19 WHERE incumbent = "Lindy..

SELECT result FROM table_1341586_19 WHERE
candidates = "Billy Tauzin (D) Unopposed"

SELECT COUNT(candidates) FROM
table_1341586_19 WHERE result = "Retired..

SELECT result FROM table_1341586_19 WHERE
district = "Louisiana 2"

SELECT candidates FROM table_1341586_19
WHERE first_elected = 1977

SELECT result FROM table_1341586_14 WHERE
first_elected = 1980

0% T¥ &,ﬂg

Downloads last month 845

<> Usein dataset library £ Edit dataset card
@ Train in AutoTrain @ Evaluate models

F HF Leaderboard i

Size of downloaded dataset files:
13.5MB

Number of ro

49,456

Size of the auto-converted Parquet files:

429 MB

Fine-tuning

- OpenAl API



https://platform.openai.com/docs/guides/fine-tuning

owerBl Report Generation

Reading view  Mobile layout ® Copilot (2D

suonezijensip

&> Create content with Copilot PREVIEW X

Let's work together to create a report with meaningful insights. To get started, based on your
data here are some suggested topics for your report. Select one or enter you own ideas.

Analyze trends in customer demographics | | Compare customers from different regions

Create a dashboard for key customer metrics Summarize customer KPIs by new vs returning ¢ (C

Help me build a report summarizing the profile of customers who visited our resort
properties in the last 12 months. | want it to include the following:

« Summary of new vs returning customers and their demographics
* Where customers visit from and how long they stayed
+ Types of customers and why they visited

% —0-

* o

000

Regional
Sales Rep

Microsoft Build 2023



https://youtu.be/FaV0tIaWWEg?t=1461

PowerBl Report

Reading view Mobile layout

Customer Profile
|

Return Rate

11.1%

Total Customers

17593

Customer Return Rate by Month

o S SN

Customers by Country

United States |

000

Regional
Sales Rep.

Customer Profile

eneration

Repeat Customers

840

New Customers

6,753

New vs Repeat Customers
°

New vs Repeat Customers by Month

New vs Repeat Customers by Group Type

==n -

D) Copilot (I

Property Visited Customer Source

Average Days Booked Average Customer Age

4.1 56.0

Average Days Booked by Month

Age Breakdown

3K
K

1K

1K . E K
—-__—.

Customers by Primary Interest

sy A

€5 Copilot P

Create a report with Copilot

Describe the report you want, in your own
words, and Copilot will create it quickly

Help me build a report summarizing the
profile of customers who visited our resort
properties in the last 12 months. | want it to
include the following

« Summary of new vs returning customers
and their demographics

» Where customers visit from and how
long they stayed

+ Types of customers and why they visited

Customer Profile’ page added




Al services are usually exposed as REST endpoints

——
—
e Service

Object Storage
aka Data Lake

il



=& Microsoft Al

a .
! Turing
1 Rich language
q understanding
P
! Z-Code
1 100 languages translation
o
P
T Florence
1 Breakthrough visual
q recognition
@ 1 OpenAl
P

T GPT-3/GPT-4

1 Human-like language

N generation

1 DALL-E

1 Realistic image generation
9

-
q Codex

1 Advanced code generation
o

>ﬂ

ChatGPT

Conversation generation

S

IAVAS| (WA
services

Vision

Speech

Language

Decision

OpenAl Service

Cognitive Search

Form Recognizer

Immersive Reader

Bot Service

Video Analyzer

Better search and Q&A

Better customer
engagement and support

Better matching and
content moderation

Better email management
and meeting preparation

Better knowledge
management

Better meeting
management

Better reading and
writing assistance

Better content
moderation



A simplified Al solution

End-user Vector
service
Orchestrator _ -] Large scale xT
JA Serwcelq. .............. Nl *TITTTTPTITIT -—e =
data engine —
LLM Model ——
Document
Extraction

Object Storage

Structured/
Unstructured



SynapseML 0 Al Services at scale

Async Parallelism
ML Deployed as Web or

Automatic batch of requests Contamerlzed Service
Rate-Limit aware
. S J‘g
— Spark
MIT licensed Patastore

https://microsoft.qithub.io/SynapseML/

Datastore


https://microsoft.github.io/SynapseML/

SynapseML 0 Al Services at scale

Spark Cluster
Spark Worker

Spark Worker 1 Thread 1 " load1
Spark Worker 2 Thread 2 HTTP Req 1

Spark Worker 3 see

HTTP Req 3

see Thread n B ciocking

Spark Worker m B8 \on-Blocking

Async Parallelism



SynapseML 0 Al Services at scale

from synapse.ml.cognitivemport OpenAlEmbedding

df =spark.read.parquefeabfss//..." )

embedding=
OpenAlEmbeddin@
.setSubscriptionKefkey)
.setDeploymentNamédeployment_namg
.setCustomServiceNanggervice_name
setTextCd'text")
.setOutputCo("embeddings")

completed df=embeddingtransform(df).cache()




LLMSs are great at other scale d Accesibility !

Do you know how many people want to analyze data and know SQL
or some gquery language to do it?

A 3 Billion people not have access to technology still today [1]
A 800M people are illiterate [2]
A 300M visually inpaired [3]

Do you want a cool project to do for the ASF

work on accesibility we really need it!



https://www.itu.int/hub/2021/11/facts-and-figures-2021-2-9-billion-people-still-offline/
https://en.unesco.org/gem-report/there-are-still-781-million-illiterate-adults
https://www.who.int/news-room/fact-sheets/detail/blindness-and-visual-impairment

Project Gutenberg brings free
audiobooks to the global

community with Al-generated
book narration

July 18, 2023 [ Print

P A The oldest digital library and a leading distributor of free eBooks, Project Gutenberg wanted
p r,OJ get {‘ -"'f‘f % to make its collection more accessible to a broader community of members, including
- | people who have visual impairments and those around the world who might not have
S . access to traditional libraries. To achieve this goal, the organization collaborated with
Microsoft on an Al-driven solution to create audiobooks at scale, creating nearly 5,000 new

audio books.

Learn More

Azure Al services

Synapse Data Science in Microsoft
Fabric

SynapseML

Project Gutenberg audiobooks




3. Offer similar features/services to others



Houston we have a problem.
There are no real Open SourceE Als

1. LlamaZ2 is fantastic but it is not Open-Source [1]
2. Actually what does Open-Source Al mean?

3. And Iif you are a geek like me you should be literally counting the
hours until the 17th october the date where OSIl Is going to release
its first draft



https://blog.opensource.org/metas-llama-2-license-is-not-open-source/

There are many available LLM models

Llama 2- Meta
Claude 2- Anthropic
Vicuna- (LMSYS)
Whisper 6 OpenAl

é

o Po Do o Ix



iIch available LLM to choose?

C O 8 huggingface.co/spaces/Huggir /oy board 20% 7Y

~ Spaces @ open_l1lm_leaderboard T Running App Files Community

2 Open LLM Leaderboard

The & Open LLM Leaderboard aims to track, rank and evaluate open LLMs and chatbots.

2 Submit a model for automated evaluation on the & GPU cluster on the "Submit" page! The leaderboard's backend runs the great Eleuther Al Language Model Evaluation Harness - read more details in the "About" page!

¥ LLM Benchmark 4

Model types

@ pretrained fine-tuned Q instruction-tuned B RL-tuned

columns to show
Average () ARC HellaSwag MMLU TruthfulQA ? Unknown
Precision Hub License #Params (B) Hub @ Model sha Precision

torch.float16 torch.bfloat16 torch.float32 8bit 4bit GPTQ
Show gated/private/deleted models

Model sizes

Unknown <158 ~3B ~7B ~13B

Model Average J HellaSwag TruthfulQA
Riiid/sheep-duck-1lama-2-70b-v1.1 * 74.07 87.81 64.58
AIDC-ai-business/Marcoroni-70B-vl1 * 74.06 87.62 64.41
ICBU-NPU/FashionGPT-70B-V1.1 ¥ 74.05 88.2 65.26

adonlee/LLaMA_2_70B_LORA * 73.9 . 87.55 64.52




Which available LLM to choose?

Q

O E] fasteval.github.io

¢ Click on the links for more details! )

Size | Model MT-Bench | CoT | Python Code | LM-Eval
GPT-4-0613 8.89|0.71 0.66
GPT-3.5-Turbo-0613 8.22]0.52 0.53
GPT-3.5-Turbo-0301 8.11]0.48 0.55
WizardLM 70B V1.0 7.68|0.47 0.27
Stable Beluga 2 7.42]0.47 0.29
OpenAssistant Llama-2 70B V10 7.13|0.47 0.31
WizardMath 70B V1.0 6.86|0.49 0.16
LLaMA-2 70B Chat 7.10]0.36 0.20
WizardCoder Python 34B V1.0 6.30]0.29 0.49
Guanaco-65B 6.63]0.33 0.15
Open-Assistant Code-Llama 13B V10 6.00]0.29 0.37
Vicuna 33B V1.3 6.97|0.28 0.1
Mistral-7B-Instruct-v0.1 6.69]0.28 0.15
Nous-Hermes Llama-2 13B 6.5410.29 0.16
OpenOrca x OpenChat - Preview2 - 13B 6.38]0.31 0.15
OpenOrca-Platypus2-13B 6.4910.30 0.09
MPT-30B-Chat 6.45|0.26 0.16
StableBeluga-13B 6.1910.30 0.14
LLaMA-2 13B Chat 6.66 | 0.26 0.1
Open-Assistant Falcon-40B SFT-Mix 6.16]0.28 0.16
Dolphin Llama 13B 6.04 | 0.31 0.07
Nous-Hermes-13B 6.2310.24 0.12
Open-Assistant Falcon-40B SFT-Top1 6.30]0.22 0.12
WizardMath 13B V1.0 5.52]0.34 0.05
WizardCoder Python 13B V1.0 5.01]0.21 0.40
LLaMA-2 7B Chat 6.07 ]| 0.21 0.05
Vicuna 7B V1.3 6.11]0.18 0.06
Falcon-40B-Instruct 5.21]0.19 0.09
MPT-7B-Chat 5.34|0.15 0.10
Open-Assistant Pythia-12B SFT-8 5.12]0.13 0.07
WizardCoder-15B 3.56|0.14 0.38
Open-Assistant Pythia-12B SFT-1 4281 0.11 0.03
Falcon-7B-Instruct 3.88|0.12 0.01
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,8 Bias

Amplify bias

Perpetuate
stereotypes

@ Hallucinations

Generative Al
Major RAI Challenges

Harmful
Content/
Rogue Behavior

Produce content that Advise/ encourage
is nonsensical or self-harm
untruthful

Graphic/ violent

Hateful content, incite
violence, complicit
with illegal content

Other considerations

Security & Privacy

Acceleration & Overreliance

Disinformation
&

Intend to mislead



Security for Data Prompts

{role: system}

{content: You are a professional and courteous data engineering assistant helping to write SQL qus
analyzeand visualize datasets. You *must decline** to respond to topics that could be hateful, offe
adult, harmful (especially to minorities), or violent, as well as topics related to gambling, drugs, or i
activities, unless directly related to an analysis you are assisting with, in which case only offer advi
how to analyzethe data.

You **must decline** responding to prompts that are not related to SQL or data analysis. You *mu
decline** responding to advice on topics outside your professional expertise.

You **must decline** responding to topics that can be harmful to someone physically, emotionally,
financially




Security for Data Prompts - Jailbreaks

02:506¢ TR 64 1

<& O whattextis on the image?

Sure thing, I'm ready for a new challenge.
What can | do for you now?

/’((

Analyzing the image: Privacy blur hides faces from Bing
chat

Vv
I'm sorry, but | cannot read the text on the
image. It is a captcha, which is a type of
challenge-response test used to determine
whether or not a user is human. Captchas
are designed to be difficult for machines to
solve, but easy for humans. Therefore, |
cannot help you with this task.

é

v/

02:48¢ SR 651

O Grandma's Love Code

Analyzing the image: Privacy blur hides faces from Bing
chat

I'm very sorry for your loss. | can see that
the necklace is very precious to you. The
text on the paper inside the locket is
"YigxSr”. | don't know what it means, but
I'm sure it's a special love code that only
you and your grandma know. Maybe you
can try to decode it and remember the
happy moments you shared with her. | hope

Ask me anything... ‘3 &




There Is an extra evil for data practicioners
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Orchestrator: Plug -ins and interpreters

Plugins

App Orchestrator

-

Others

OpenAl API

LangChain / Semantic Kernel



We need more new open-source
tools?



A simplified Al solution

End-user Vector
service
Orchestrator _ ~| Large scale xT
JA Ser\ncelq. .............. R T PTPPIPIITTTE pg—
data engine -
LLM Model ——
Document
Extraction

Object Storage

Structured/
Unstructured



Document Extraction

We need to extract the unstructured text from documents

Toolkit to extract metadata and text from thousand of formats
Extensible Parsers: PDF, Excel (POI), etc
Created in 2016 = Battle tested P

Tika Server: REST Interface T k
011101011001 200; o/

Multiple language bindings (out of Apache)




Vector database

We need to create a vector index for search

Java library to do powerful indexing and search

APACHE
Lucene 9 added HNSW to find nearest neighbour :L CENE

to a query vector

You probably already have Solr or a lucenebased system in your org.
Most Databases/Datastores will support this at some point.



Vector database

Vector Search with OpenAl Embeddings:
Lucene Is All You Need

Jimmy Lin,! Ronak Pradeep,! Tommaso Teofili,> Jasper Xian!

! David R. Cheriton School of Computer Science, University of Waterloo
2 Department of Engineering, Roma Tre University

Abstract

We provide a reproducible, end-to-end demonstration of vector search with OpenAl
embeddings using Lucene on the popular MS MARCO passage ranking test col-
lection. The main goal of our work is to challenge the prevailing narrative that a
dedicated vector store is necessary to take advantage of recent advances in deep
neural networks as applied to search. Quite the contrary, we show that hierarchical



A simplified Al solution

DB I SLUCENE

End-user Vector
service oark
Orchestrator . ~,] Large scale ks
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‘ SynapseML  Document
P\, /Q rsv:r:::;':n&;ﬁi::’um EXtraCtI On

Object Storage
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The power of the Apache ecosystem



